
 

 

MAG & MIS Domain User Password 
Policies 

 

Mastria Auto Group 
● Password complexity: Not contain the user's account name or parts of the user's full name that 

exceed two consecutive characters. 
 

○ Contain characters from three of the following four categories: 
■ English uppercase characters (A through Z) 
■  English lowercase characters (a through z) 
■  Base 10 digits (0 through 9) 
■  Non-alphabetic characters (for example, !, $, #, %) 

 
●  Minimum password length: 7 characters or more. 

 
●  Enforce password history: Last 24 passwords cannot be reused. 

 
●  Lockout threshold: 5 invalid logon attempts locks your user account. 

 
●  Lockout Duration: 15 minutes before you can reattempt logging in. 

 
●  Maximum password age: 60 days, since you last changed the password you’ll now be prompted to 

choose a new one. 
 

●  Minimum password age: 7 days, until you are able to manually change your password again. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 


